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About t his Gui de

This guide is designed as a reference for Agency Service Desk agents andDIT (NCID) Service Desk
agents. Using this guide, the reader will become familiar with NCIDfeatures, and learn how to
work with those features to help users resolve problems with their accounts .

Documentation Organization
This guide is organized into the following sections:
Section 1: Getting Started includes an overview of the NCID service, and provides steps for

accessing and logging in to NCID This section also describes the NCID main screen to help
familiarize you with how the interface organizes information and displays application features.

Section 2: Tools for Supporting Users describes the various operations that an Agency Service Desk
technician and the DIT (NCID) Service Desk can perform on a user account

Appendix A: NCIDTerminology provides a list of definitions to commonly used terms.

Feedback

Please send your comments and suggestions about this giide to the DIT Service Desk at
its.incidents@its.nc.gov .

Documentation Updates

For the most current version of the NCIDService DeskGuide please visit the NCIDTraining and
Documentation web page at:

https://www.ncid.its.state.nc.us/TrainingAndDocumentation.asp

Formatting Conventions

The following formatting conventions are used throughout this guide to enable ease of use and
understanding:

1 Bold dltems that are to be clicked on such as buttons.
o Example: Click on the Start button.

i Iltalics dValues that need to be typed in as shown.
o Example I n the 0Opeomdéo field, type:

1 o Qu o todens that are selected, but not clicked; fie Id names.6
o Example:l n t he OFil enamikdog field, type:

1 [ltalics with Brackets ] dValues that need to be typed in, but will not always be the
same.
o Example:l n the OUsernamaeserdamdli el d, type: |
Note: [ username] will be replaced with the actual username, such asjdoe.
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Special Notes

The screenshots provided in this guide are for informational purposes. Screen content and feature
availability may vary based on individual environments and access permissions.
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1 Getting Started

The North Carolina Ident ity Management Service & Next Generation ( NCID is the standard
identity and access management platform provided by the Office of Information and Technology
Services. NCIDis a Web-based application that provides a secure environment for state agency ,
local government, business and individual users to log in and gain access to real-time resources,
such as customer-based applications.

The NCIDservice provides Service Desk agentg with many tools to help users resolve problems
with their accounts. Depending on your job responsibility and permissions, you will be able to
assist users by performing the following operations :

#+ Unlock a user account

& Reseta user password

¢ |ookupauserlID

+ Help a user reset their own password

& Help a user view their administrator(s ) contact information
Before we look at the various methods that you can use to service an account, we will review some
NCIDfundamentals to help you get started. In this section, we will review  the different type of

users who utilize the NCIDservice. You will also learn how to access and log in to NCIDQ and become
familiar with the NCIDinterface.

1.1 User Types
A NClIDuser can be categorized into one of the following user types:

+ State Government Em ployee is a person who is currently empl oyed or assigned to work
for an agency within the State of North Carolina government.

& Local Government Employee is a person who is currently employed or assigned to work
for a North Carolina county , municipality or other local government organization .

+ Business User is a person who is requesting access to the State of North Carolina services
on the behalf of a business.

+ |[ndividual is a person who is requesting access to the State of North Carolina services as
an individual or citizen.

All users are required to have an NCIDaccount so that the person can log in to the service and
receive permissions to the appropriate resources. Additionally, depending on job responsibility
and level of authority, state and/or local gove rnment employees might receive additional
permissions to hold one of the following positions:

1 There are two types of service desk agents which are responsible for supporting user accounts. An Agency
Service Deskagent refers to a user who has been designated to reset passwords and unlock accounts for
state employees within their agency. An DIT (NCID) Service Deskagent has the ability to unlock accounts for
all NCID users (business, individual, state and local government employees), and can reset passwords for
employees within the DIT agency. Neither service desk agent can reset a password for a delegated
administrator.
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#+ Delegated Administrator (DA) can administer user accounts within the same
organization, division(s) and/or section(s) for which he or she has administrative righ ts.

#+ Application Administrator is responsible for controlling membership access to the roles
(applications) that he/she can manage . In addition, this person can promote and demote
a user account to application administrator.

#* DIT Service Desk (Global Service Desk) can unlock accounts for any NCIDuser. In
addition, this person can reset passwords for DIT employees only.

#* Agency Service Desk Administrator can unlock accounts and reset passwords for a state
employee who is a member of the same division(s) and/o r section(s) for which he or she
has administrator rights . This person cannot reset accounts for delegated administrators.

1.2 Accessing and Logging In

To begin using the NCIDservice, you will need to open a Web browser and log in using your NCID
user ID and password. Recommended browsers forNCIDare: Internet Explorer 7 or higher.

Note: If you do not have an account, please contact your delegated
administrator to create one for you.

To access and log in to NCID
Open a Web browser and enter the following URL https://ncid.nc.gov

ﬂ; NCID - Windows Internet Explorer provided by State of NC ITS |0 il
——
¥ y Ié‘ https://nciddev.nc.gov| j % +3 || X IG:-:-; 3 L\

Eile Edit Mew Favorites Tooks Help

Figure 1-1. Enter URL in the Address Bar

The oONorth Carolina IIldentlidgi Managreenemti § NdCi spl a

Note: If you cannot view all of the text or buttons on the Login screen,

your web browserds font setting may be too | ar
the font size so all of the text and graphics will fit on the screen. Tored  uce

the size in Internet Explorer, click on the View menu, and select the Text

Size option. Click on the desired size (i.e.: Medium). If you have a scroll

wheel on your mouse, you can hold the ctrl key while turning the wheel

toward yourself.

I n thel Ddsfeirel d ,NCiDyseréD]. [ your
I n the o0Passwor do&Clibpasswod], type [your
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North Carolina Identity Management (NCID)

NCID is the standard identity management and access service provided to state, local, business,
and individual users. NCID provides a high degree of security and access control to real-time
resources.

¥ better plac®

User ID:
forgot vour User ID?

Password

forgot your Password?
Ly Meed Help?

To register for a new NCID account click here: Register!

This system is the property of the State of North Carcling and is for suthorized use only. Unsuthorized scoess is & viclation of federal and state law. All software, data transactions,
and eledranic communications are subject to monitaring

(NortiCaronma |

WVAWC.Z0V

Privacy and Other Policies Contact Us

Figure 1-2. North Carolina Identity Management (NCID) Login Screen

Click on Login.

After successfully logging in, the NCID main screen is displayed. Please refer
to the Getting Familiar with the Interface  section on page 13 for an overview
of the applicationds interface.

Important!  Upon loggingin to NCID the system might prompt you to do one
of the following:

# Reset your password if it is past its expiration date

Note: State and local government users, whose accounts are
created by their delegated administrator (not migrated) , will need
to reset their password and set up their challenge questions upon
logging in for the first time.

Set up your challenge questions if this is your first time logging in
to NCID

Note: Newly migrated business and individual account holders
must update their cha llenge questions and answers the first time
they log in to a protected application. Migrated state and local
government users must perform the update the first time their
password expires.

Please refer to the NCIDUser Guide for information on how you can manage
your challenge questions and reset your password.
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1.2.1 Login Screen Self-Service Features

The 0L o gen provides self-service tools which enable all users to reset their password and
to lookup a forgotten user ID with out seeking assistance from their administrator or the Service
Desk The following table provides a brief description of these tools. For more information, please
refer to the NCIDUser Guide.

Self-Service Feature Description

Forgot Your User ID This link enables a user to retrieve their user ID. The user must
provide some basic information (i.e.: first name, last name) to
retrieve the user ID .

Forgot Your This link allows a user to reset their passwordif he/she has not
PasswordUn lock recently changedit2. The user must successfully answer all five
Account (5) of their challenge questions before they can create a new

password and log in. This will also allow them to unlock their
account if locked.

Need Help This link allows a user to access support resources that are
specific to their user type.

Register This link allows a user to self -register for a NClDaccount.?

2 Currently a password must be used for 3 days before it can be changed.

3 New user accounts for businesses, individuals and local government employees (who do not have a

delegated administrator) are created via the self -registration service. Accounts for state and local

governmente mpl oyees are created by the del egated administrator
organization and/or division.
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1.3 Getting Familiar with the Interface

After logging in to NCID all users are greeted with the main screen. This screen displays a welcome
message and offers some quick tips to help you get started. The following figure illustrates an

example of the screen, and highlights its main components.

NCID

Welcome Kelly

LRSI ETOVEES  Work Dashboard «— A Logout  Help

INFORMATION A
MANAGEMENT

Update My Account
View My Administrators
NCID Welcome Page:
PASSWORD MANAGEMENT &
Password Sync Status
DIRECTORY MANAGEMENT A
Reset Employee Password
Unlock Employes Account

NCID Welcome

Welcome to the North Carolina ID System

[our Nortn Carolins ID (NCID) i the key to resourses offered by the State of North Carolina
are some tips an using your NCID:

HEE

: 33wl 55 thes offeres by soms local gevemmants and schoal sistics. Hare|
i
« After clicking the *Identity Self-Sevice” tab, you'l find links on the left side for tasks you ean perform such as
o Viewing and Updating your personal profile
o Reviewing Application Access under "My Account”
o Re-setting your password through password self senice
« Clicking the "Wark Dashboard" tab gives you a summary of your NCID including:

o To request additional access. click the "Make a Process Request” button

/
B C/

o To see the status of previous requests, open the "Request Status” area
o Ifyou are an approver. the Task Notifications™ arza shows tasks awaiting your action
o You may need to click "Refresh” in the areas mentioned above to see the most current information

Thank you for using the NCID System

Change Your Password

Change Password
~This link will open a new window in which you may change your password. Once that is completed you will be logged out of NCID.

0./

Manage Your Challenge Questions

Manage Challenge Questions
~This link will open a new window in which you may modify your challenge questions and responses.

Figure 1-3. NCIDMain Screen

The screen is separated into the following sections (screen content and feature availability will
vary based on job responsibility and access permissions):

A Thetabs section organizes information and ap plication features. To switch to a different
tab, click on the one you want to see.

* |dentity Self -Service tab provides access to commonly used workflow links .
Workflow links allows you to process requests such as resetting passwords,
unlocking accounts, etc . This tab also provides self-service tools to allow all NCID
users conveniently manage their own account.

+ Work Dashboard tab provides an alternative method for making a process request.
It provides access to every process request that is available to you, and it features
a section for viewing the history and status of a submitted request.

B  The menu displays a list of actions that you can perform depending upon your access
permissions. Actio ns are listed by category:

+ Information Management provides links to help you update your account details,
view your administrator(s) contact information and to return you to the main
screen.

+ Password Managementprovides a link to check if your password h as been
synchronized across connected systems.

# Directory Management provides links to accessprocess request forms. The
following table highlights the workflow links available to each type of Service
Deskagent.
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Workflow Link Service Desk Agent Type

Agency Service Desk  DIT (NCID)Service Desk

DIT Service Desk Administration \%
Reset Employee Password \ Vv
Unlock Employee Account \Y

C The right-side of the screen displays the details for the action you selected.

D This section contains self-service tools to help you change (reset) your NCIDpassword
and manage your challenge questions and responses.

1.4 Getting Help

The Help === link, located at the top right corner of the screen, provides access to the most current
versions of NCIDdocumentation and tra ining material.

1.5 Logging Out

You may be automatically logged out of NCIDaft er exceeding the state pol
requirement. You can also log out manually.

To log out of NCID
Click on the Logout Legeut |ink located at the top -right secti on of your screen.

N[@[D)

Welcome Kelly RO R AT T Work Dashboard Help

INFORMATION

Update My Account

Viow Wy Adrminiirtors Welcome to the North Carolina ID System

NCID Welcome Page
Your North Carolina ID (NCID] is the key to resources offered by the State of North Carolina as well ss those offered by some locsl govemments and school districis.

PASSWORD MANAGEMENT 4| |Here sre some tips on using your NCID

Password Sync Status « After clicking the "ldentity Self-Senice” tab, you'll find links on the left side for tasks you can perform such as
o Viewing and Updating your personal profile
DIRECTORY MANAGEMENT & o Reviewing Application Access under "My Account”

o Re-setting your password through password self-service
« Clicking the "Work Dashboard” tab gives you a summary of your NCID including
Unlock Employee Account o To request additional access, click the "Make a Process Request” button
o To see the status of previous requests, open the "Request Status” area
o ffyou are an approver, the "Task Matifications" area shows tasks awaiting your action
o You may need to click "Refresh” in the areas mentioned above to see the most current information.

Reset Employee Password

Thank you for using the NCID System

Change Your Password

Change Password
~ This link will open a new windaw in which you may change your password. One that is completed you will be logged out of NCID.

Manage Your Challenge Questions

Manage Challenge Questions
- This link will open a new windaw in which you may modify your challenge guestions and responses.

Figure1-4. Cl i ck oOLogouto

The ONCID Logoutd screen is displayed and indica
logged out of NCID.
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North Carolina Identity Management (NCID)

NCID Logout

You have successfully logged out of NCID. Please close your browser to prevent any possible
unauthorized access to your account.

PP PP PO PO PP P00I0000808080800000000
Figure 1-5. NCID Logout Confirmation Message

Close your browser window to prevent any possible unauthorized access to
your account.
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2 Tools for Supporting Users

There are various tools available to Service Desk agents to help resolve problems with user

accounts. In NCIDQ actions that you can perform on a user account are categorized as process

requests and depending on your job responsibility you can perform specific process requests on a

user account (i.e.: reset password or un lock account). You can make a process requests via the

links on the Identity Self -Servicetaborusi ng t he o0Make a Pr octeedMdrkRequest o6
Dashboard Each process request has its own unique form which allows you to lookup the user

account that you need to service, and then submit the form to complete the request.

For example, suppose Andrew Jones needs his account unlocked. You would first access the

oUnl ock Employee Accountdé request -Sereicembor usmmgthehe | i nk o
OMake a Process Requesto6o feature on the Work Dashboe
account using the search tool on the form , and upon finding Andr e wd s yauccoutd uhert

complete the request by clickingon t h e f oUnlocidsbutton.

The Identity Self -service tab displays links to the most commonly used process requests; whereas
the Work Dashboard tab provides access to every request that is available to you. All of the links
that you will need are found on the Identity Self -Service tab. This allows you to quickly access
process request forms and resolve user problems in a timely manner.

This section describes how you can service a user account using the links found on the Identity
Self-Service tab. Please refer the NCIDAdministration Guide if you would like to learn more about
how you can service accounts from the Work Dashboard.

2.1 Process Request Form Overview

Before we demonstrate how to work with request forms, this section will familiarize you witht he
features that are integral to every form.  The following figure illustrates an example of t h éJnlack
Employee Accountd request form and identifies the common components.
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Unlock User's Account

Complete resource request. A
* - indicates required.

Resource: Unlock Employee Account T
Recipient: John Jones

Process Request Category: Accounts B
Description: Unlock an employee’s account J

Form Detail

Delegated Admin Info:

DA of Organization(s): Department of Justice
DA of Division{s): None
DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Nama: User ID:

Contains + [Equals =] [Contains =]
[ [ [

Email Bescon No.:

Equals - Equals -

L o1 Lo

Click to search: @]

User Search Result

Uniock | cancel | — F

A & o o B o o o g b hd e o s

Figure 2-1. Example of a Process Request Form
A This section identifies the name of the process request form you are viewing.
B  This section provides general information about the form :

# The Resource indicates the name of the process request form.

+ The Recipient identifies the name of th e user who is making the request (you
will see your name entered here when you access a form).

# The Process Request Category displays the name of the category which the
process request is associated.

# The Description provides a brief definition of the proce ss request.

C The Delegated Admin Info box displays information if you a delegated administrator
The names of the organization, division(s) and/or section(s) which you can administer
will be shown.

D The User Search Criteria section allows you to find a user account using one or more of
the available search fields .

E The User Search Results section is updated after a search is performed and a user
accountis selected. Thi's section displays attributes from t
verify that this is t he correct user. Attributes displayed are: Full Name, User ID, Email,
Beacon ID and [Account] Status.

F  This section contains buttons which allow you to complete or cancel the process request.
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2.2 Searching for a User Account

Since the Search feature is common across all process request forms, we will begin by reviewing

how to look up a user account.

Upon receiving a service desk call, you will need to select the appropriate process request f orm
from the Identity Self -Service tab, and then look up the account by using the Search feature found

on the form. The following figure illustrates an example of the

displayed on the oUnlock Employee Accounté request form.

oUser Search Criteriad section

Unlock User's Account

Complete resource request.
* - indicates required.

Resource:
Recipient:
Process Request Category:

Description:

Unlock Employee Account
Kelly Knight
© Accounts

Unlock an employee's account

Form Detail

Delegated Admin Info:

Service Desk Admin for Department of Justice
DA of Organization(s): None

DA of Division(s): None

DA of Section(s): None

User Search Criteria

Last Name:

First Name: User 1D

Enter search criteria in the boxes below then click the search icon.

|Equals

=

IContalns ‘I

|Contains |
I

Emasil: Bescon Ne.:

IEqua\s j IEquaIs j
I I

Click to search:

User Search Result

Unlock | Cancel I

P8O0 P b0 8 8 0088080808000 80800808080080080000000000

Figure 2-2. 0User Search Criteriad Section

The oUser Search Criteriad section provides five (5) user attribute fields to help you retrieve an
account. You can search by one field or you can perform multiple field searches. Specifying
multiple search criteria is helpful in reducing your search results if you think a single field search

resul t in a
mat ches, but i f

woul d very

many

ong

st

Bobinson eniglat gigdd e |,

w ®aisy qurcrésuitdist wool [ berredticedN a me 6 =

Note: The most effective way to retrieve an account is to search by the User
ID field . Since every user has a unique ID the results list will return only one
account. This search operation saves you time by eliminating the task of

scrolling through a long list of results.
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The following table identifies the fields that you can search on.

Last Name | First Name | User ID
Email Address | Beacon Number |

You may also specify a comparison operation to perform against your chosen attribute(s). Each
attribute has a d ropdown menu to let you select one of the following values: Equals, Contains,
Ends With or Starts With.

Performing a search:
From the OUser Search Criteriad section,
Perform an unfiltered search by clicking on the Search icon. This will

return a list of all user accounts within your organization, division or section
that you can service.

Note: The system will prompt you to narrow the scope of the search if the
number of results exceeds 200 entries.

Filter your search by e ntering specific criteria into one or more of the available
fields, and then clicking on the Search icon .

Note: Before performing your search, please verify that the search
criteria you enter correlates to the comparison parameter for the
attribute you are using in your search. For example, since the default

y ou

comparison parameter for the OFirst Namebo

you must ent entre firdt mamelis therfiélds If you enter only

part of the wuserod6s firstrchommonl thosée he system

characters you entered and will not get the results you need.
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Unlock User's Account

Complete resource request,

* - indicates required
Resource: Unlock Emplayee Account
Recipient: Kelly Knight
Process Request Category: Accounts

Description: Unlock an employee’s account

Form Detail

Delegated Admin Info:

Service Desk Admin for Department of Justice
DA of Organization{s): None

DA of Division{s). None

DA of Section{s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Nama: User 10:

1 [Contains =] [Equais =] [Contzins =]
*Imhnsun Idaisy I
Email: Beacon Mo.:
[Equais =] [Equais =]

I I
2
=—Jp Clicktosearch: (@

User Search Result

Unlock | Cancel I

Figure 2-3. Enter Search Criteria

The 0Object Lookupd s ¢ opeErsim a separate window and alphabetically
displays a list of user accounts which match the search criteria you entered.

To help you select the correct user account, the list displays the user & dull
name, user ID and email address. It also indicates the user type, the name of

the organization that the user is a mem ber and the status of the account.

Note: | f you do not see the 0O0Object Lookupdé scre
behind your main NCID screen. On the Taskbar, at the bottom of your

screen, please click on the 0Object Lookupo
window.

Scroll through the list and click on the appropriate account to return to the
process request form.

/~ Object Lookup - Windows Internet Explorer o ] 4|
Select an object from the list:

Member Of
Full Name User ID Email User Type Organization Status
Daisy djohnson daisy.johnson@nc.gov State Department of Justioe Active

Jaohnson Employee

[~

Figure 2-4. Example Search Results
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The

a

form i s
t he

request
shown i n

updated and

re oUser Search

at tlei
Resul

butes
t soé

green to indicate that you can perform this action on the user account. If the
section is highlighted in red, a message alerts you that the action cannot be
performed.

If this is the correct user account that you wish to

Unlock User's Account

Complete resource request
* - indicates required

Resource: Unlock Employee Account

Recipient: Kelly Knight
Process Request Category: Accounts

Description: Unlock an employee's account

Form Detail

Delegated Admin Info:

Service Desk Admin for Department of Justice
DA of Organization(s): None

DA of Division(s): None

DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name:

Contains =

I]Dnnsun

First Name:
Equals =

User ID
Containg 'I
Idaisy I

Beacen Ne.:

Email

Equals -
I I

Equals -

Click to search:

User Search Result

Full Name: Daisy Johnson
User ID: djochnson

Email: daisy.johnson@nc.gov
Beacon ID:

Status: LOCKED

e

Unlock | Cancel

(T N N N N N N S N Y W N N N W N N ¥ ¥ Y Y
Figure 2-5. 0User Search Result Section

service, you can continue

processing the request. If it is not the correct user, you can clear the fields
and perform yo ur search again.

2.3 Resetting a User Password

DIT (NCID) Service Desk and Agency Service Desk agents can reset passwords for employees within

their

agency who

have troubl e

u sservicg feature e This feadureg o t

is unavailable to employees who have recently changed their password (within 3 days), or if their

secti

account is locked.

If an employee is unable to change their password, you may reset it
Passwordo | ink

us i

ng

the OReset

0 r<ervick @b, @nd thenrmptovidte yhe (Bexr With a temporary one.

The person may only use the temporary password once to allow the user to log in to NCIDand then

create a new password.
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Note: DIT Service Desk and Agency Service Desk agents may not reset
passwords for delegated administrators. Administrator passwords can only be
reset by another delegated administrator who is at the same level or higher.

Additionally, if you receive a servic e desk call from an employee who is not a
member of your agency, pleaseadvi se the user to contact t hei
delegated administrator or agencyds service desk for assista

Important Information for  DIT Service Desk Agents: You cannot reset passwords

for individual and business account holders; however, you can guide t he person

through the O0For got -seWikeal featurb.aRlease aafed 1 the

Hel ping User Utili ze 0Fo rsectioh onYage 35foore s 6 Feat ul
information. If the person is unable to successfully answer their Challenge

Questions, please advisethe user to self -register for a new account.

Intheevent t h e uaceunbislocked, you can unlock it and then askthe user
to try resetting the password using the 0 Fg ot Your Reafsearvice
feature. If the person recently changed their password with 3 days, you can run
the workflow to allow the user to reset their password. Customers can also use
the SSPR (SeHService Password Recovery) to unlock their account if they
remember the answers to their security questions.
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To reset a password:
Ask the user to close all NCID connected applications (i.e.: Office-365,
Beacon). This will prevent password synchronization issues when the user logs
back into NCIDwith the new password.
On the 0l d8atvVvige &leRasdi Employee Rassword in the
menu located on the left side of your screen (this option is listed under the
Directory Management category).

Welcome Kelly Work Dashboard Logout Help

NCID Welcome [7]-]5]
Undate Wy Account

View Wy Adminisrators Welcome to the North Carolina ID System

NCID Welcome Page

INFORMATION 2
MANAGEMENT

our North Garolina ID {NCID) is the key to resouroes offered by the State of North Carlina a5 well s those offered by some local governments and schoal districts. Here are some.

PASSWORD MANAGEMENT  p | |{Pson using your NCID

Password Sync Stalus « After clicking the "Identity Self-Senice” tab, you'l find links on the left side for tasks you can perform such as:
o Viewing and Updating your personal profile
DIRECTORY MANAGEMENT & o Reviewing Application Access under "My Account”

o Re-selting your password through password self-senvice
o Clicking the "Work Dashboard" tab gives you a summary of your NCID including
Unlock Employee Account o To request additional access, click the "Make a Process Request” button
© To see the status of previous requests, open the "Request Status” area

R b 8 04 0 040 0 P PPFRRFEFPESTFYEPFESPPP PR PP 0008

Figure 2-6. C1| i Réset Bmployee Password Link

Reset Employee Password

The OFRemdtoyee Passwordoé request form is display
search for the account you wish to modify. Please refer to the Searching for a
User Account section on page 19for detail s on how to look up a user account.

Reset Employee Password

Complete resource request.

* - indicates required.
Resource: Reset Employee Password
Recipient: Kelly Knight
Process Request Category: Accounts

Description: Reset Employee Password

Form Detail

Delegated Admin Info:

DA of Organization(s): None

DA of Division(s): Hone

DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Name: User ID:
IEquaIs - |Equa\s j |Equa\s j
I I I

Email: Beacon No.:

IEquaIs - Equals 'I
I I

Click to Search: @]

User Search Result

Password: * |
Confirm Password: * |

Reset Password

P22 P800 0000808000000 808000000808 008088
Figure 2-7. OReset Employee Password Request Form
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Once you have selected the account, the request form is updated and displays

selected attributes fimomhtehe Ussear e aprchf iResul t o
You can verify this is the correct user account by checking the name displayed

in the OoOFull MNgwmeni fyiehg ,tmeaduser | D in the 0Use

Important!  You will not be able to reset a password for a deactivated
account . | f the account you selecfled is deact
Resulto wildl indicate that the accPpunt is 0Dis

Please inform the user that he or she must contact their delegated
administrator for assistance.

If this is not the appropriate user, you can clear the fields and perform your
search again.

Reset Employee Password

Complete resource request.

* - indicates required
Resource: Reset Employee Password
Recipient: Kelly Knight
Process Request Category: Accounts

Description: Reset Employee Password

Form Detail

Delegated Admin Info:

DA of Organization{s): None
DA of Division(s): None
DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Name: User ID:
|Euua|s j |Euua\5 ﬂ Equals -
[ I [

Emsil: Beacen Ne.

|Equals =] |Equais |

| I
Click to Search:  [@)

User Search Result

Full Name: George K Smith
UID: gksmith1

Emai: george.smith@nc.gov
Beacon ID:

IPassword Policy for State Employee

IPASSED Password must not contain any 3 character sequences
FAILED Password must have at least 1 special characters.

IPASSED No character can be used more than 2 times consecutively.
FAILED Password must have at least 8 characters.

Password; * [
Confirm Password: * |

Reset Password | Cancel

(Y FY NNV VYNV
Figure 2-8. Verify User Details

A oPassword Policyd box is displayed to ensure that the password you enter
complies with the St at pafsword policy. Notice that as you type the
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password, each requirement turns from red to gre
displayed to indicate that the password meets the policy criteria.
Enter a temporary password i-emntertttneheo Passwordé fi

0Confirm Pas®Pweracde® frieanednber to check the O0Passw
box to verify that each requirement has been met.

Click on Reset Password
The screen displays a confirmation message that your request was successful,
and states that you can also check the status

Dashboarddé t ab. NEIDA&dmnstraioe Guae fortinfloemation
on using the Work Dashboard.

Welcome Kely Identity Self-Service ‘Work Dashboard Logout Help

INFCRMATION =
MANAGEMENT, Reset Employee Password

Update My Account
Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on
the Work Dashboard

View My Administrators

lcome Page

Resource:

Reset Employee Password

SSWORD MANAGEMENT g

Recipient: Kelly Knight

Password Sync Status

Process Request Category: Accounts

DIRECTORY MANAGEMENT &
Description: Reset Employee Password
Reset Employee Password

Unlock Employee Account |
(XX N NN NN

Figure 2-9. Confirmation Message

You will need to p rovide the user with the temporary password , and tell him
or her to log in to NCID at https://ncid.nc.gov . The user will need to access
the website from a computer that is already logged in to the network .

In addition, explain to the user that upon logging in the system will display the
0Change Passworddé wocherete rcreafeamrnew pagswohdi m
Remind the user to follow the password policy rules, and that NCID passwords
are case-sensitive. You should emphasis that passwords must be entered
exactly as they were originally entered.

Please make the user aware that after changing the password, he or she will
be automaticall y logged out of the system, and must log back into NCID with
the new password.

Important ! Ask the user if he or she uses a mobile device to connect to a
NCID application. For example, a user may connect to Exchange to access
their email via a mobile phone or PDA. In this case, instruct the user to also

change the password on each device. If the password is not changed, the
user wi ||l be unable to |l og in. Not that the u
after 3 failed login attempts.
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2.4 Unlocking a User Account

DIT (NCID) Service Desk and Agency Service Desk agents use different process request forms to
unlock an account. This section demonstrates the unlock process for each type of Service Desk
agent. Customer who know the answers to all five (5) of their challenge questions and use self-
service to unlock their own account.

Note: DIT (NCID) Service Desk agentshave permission to unlock account s for
all NCIDusers, whereas Agency Service Desk agents are permitted to unlock
accounts for employees within their agency.

For DIT (NCID) Service Desk Agents:

On the ol d2aenvitye & ellTdService ®ésk Adkinistration in
the menu located on the left side of your screen (this option is listed under
the Directory Management category ).

Welcome Andrew Identity Self-Service ‘Work Dashboard Logout  Help
NCID Welto e LI
Update My Account -

Viewy Aginistators Welcome to the North Carolina ID System

NCID Weicome Page
Veur Narth Careling 1D (4CID) s the key to resourcss offrad by the Stete of Nerth Caroling s wl as these affsred by som lossl gevermant and sshesl disticts
SASSUORD MANAGEMENT A |Here ste some tipson using your NCID:
Passward Sync Status « After clicking the "ldentity Self-Senvice" tab, you'l find links on the left side for tasks you can perform such as:
& Viewing and Updating your personal profile
o Reviewing Application Access under "My Account”
inisiration o Re-satting your password through password self-senvice
+ Clicking the "Work Dashboard” tab gives you a summary of your NCID including:
 To requast additional access. click the "Make a Process Request” button
© To see the status of previous requests, open the "Request Status" area
o FFyou are an approver, the "Task Notifications” area shows tasks awatting your action
& You may need to click "Refresh” in the areas mentioned above to see the most current information

DIRECTORY MANAGEMENT _ &

ITS Senice Desk A

WYV IL U Y IS VI IV S VOISO OO

Figure 2-10. C1 i c kDIT®&ervicé Desk Administration ¢ Link

T h eGlobal Service Desl6 r equest form is displayed. You
for the account you wish to unlock. Please refer to the Searching for a User
Account section on page 19 for details on h ow to look up a user account.
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ITS Service Desk Administration

Complete resource request

*-indicates required.
Resource: ITS Service Desk Administration
Recipient: Andrew Logan
Process Request Category: Accounts

Description: View and unlock user accounts

Form Detail

Enter search criteria in the boxes below then click the search
icon.

User Search Criteria

Last Mame: First Meme, User ID:

‘Cumains V‘ ‘Cumains v‘ Containg v
\ [ [ |
Email. Beacan Ho.
[Equals v [Equals v
\ [ |
Click to search: @

Demographic Info
Prefix:

First Name: I:l Middle Initial: I:l

Contact Info

o I—

State: Zip Code: l:l

Business Telephone: l:| Ext: |:|

Account Info

User Type: Organization:

Employee Type: Division:

Account Expiration: [ Section:

Password Expiration: l:l Last Password Reset: I:|
Password Policy Type: Locked By Source:

Administrative Roles
None
Application Info

None

LI ot 0 S S S S S S S S S S S T S S O S o i S S S

Figure 2-11. 0Global Service Desld Request Form

Once you have selected the account, the request form is updated and displays

t he us er dYsucpanrverifyithis s the corr ect user account by checking

the name displayed in the OFull Named field, an
oOUser | D6 f i el datice hatuo Aritlilvelkéd® apheear s i n

O0Account Statuso field to confirm that this is a locked account.

Important ! You will not be able to unlock a deactivated account. If the
account you selected is deactivat efd, the wuser€
account is oDisableddé in the O0Accoynt Statuso f

that he or she must contact their delegated administrator for assistance.

ote: e olLocked By 0 u mistaical irfformationl whigh ovi des
identifies the application that locked out a user and when the lockout
happened. Reviewing this information can help you see trends of multiple
locks and assist with assignment of any resulting tickets .

If this is not the appropriate user, you can clear the fields and perform your
search again.
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GlobalServiceDesk

Complete resource request
* - indicates required.
Resource:
Recipient:
Process Request Category:

Description:

Form Detail

Enter search criteria
icon.

User Search Criteria

ITS Service Desk Administration
Andrew Logan
Accounts

View and unlock user accounts

in the boxes below then click the search

Account Infg

Last Name: First Name: User ID:
[contains =] [Equais =] Contains
[savis [
Email. Beacon No.
[Equals =] [Equals =]
Click to search: @]
Demographic Info
Prefix: =
First Name: onnny Widdle Initial: -
Last Name: | Suffix: ~
Full Name: fomroem: ||
Contact Info
Address Line 1:
Address Line 2:
City:
State: Zip Code:
Email:
Business Telephone: Ext:

Password Expiration:
Password Policy Type:
Administrative Roles
None

Application Info

None

User ID: Account Status:
User Type: Groanization:
Employee Type: Division:
Account Expiration: Section:

1000008000880 8080808080808080808080808808080800008000000000008

107262010 02,2820 P Last Password Reset[o7:202010 02

Normal User L2

30 FI

AUTH 09/30/2010 17:32:41 ~

Locked By Source:

Unlock Account | Cancel

Figure 2-12. Verify User Details

Click on Unlock Account.
The screen displays a confirmation message that your request was successful,

and stat

Dashboardo

on using the Work

Welcome Andrew

INFORMATION
MANAGEMENT

Update My Account
View My Administrators
NCID Welcome Page

FASSWORD MANAGEMENT

Password Sync Status

DIRECTORY MANAGEMENT

ITS Service Desk Admini

GlobalServiceDesk

the Work Dashboard.

Resource:
Recipient:
Process Request Category: Accounts

Description:

t hat al

tab.

es you can SO

Dashboard

Identity Self-Service ‘Work Dashboard Logout Help

‘Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on

ITS Senice Desk Administration

Andrew Logan

View and unlock user accounts

NAA&&&&&&&“WMNWMW

Figure 2-13.Confirmation Message

check
NEID Admsnstratioe Guale fortinfioemation

t he

Inform the user that he or she will need to log into NCID at https://ncid.nc.gov

before continuing to the application that they were tryin

g to access.
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For Agency Service Desk Agents:

On the 0l d8at vVvige & e Undobk, Emaolyde Adécount in the
menu located on the left side of your screen (this option is listed under the
Directory Management category).

Welcome Kelly Work Dashboard

Logout  Help

INFORMATION 2

I
pdate My Accoun .
View My Adrminiirtors Welcome to the North Carolina ID System

NCID Welcome Page
Your North Carolina ID (NCID) is the key to resources offered by the State of North Carolina as well as those offered by some locel govemments and school disticts
FASSWORD MANAGEMENT 4 | |Here sre some tips on using your NCID:
Password Sync Status + After clicking the "ldentity Seff-Senice” tab, youll find links an the lsft side for tasks you can perform such as:
Viewing and Updating your personal profile
Reviewing Application Access under "My Account”
Reset Employee Password o Re-setting your password through password seff-senice _
» Clicking the "Waork Dashboard" tab gives you a summary of your NCID including:
o To request additional access, click the "Make a Process Request” button
o To see the status of previous requests, open the "Request Status area
o Ifyou are an approver, the "Task Notifications” area shows tasks awaiting your action

288808840 0 4 028D A PGB AN AA AN A A A AP

Figure 2-14. C| i c kUnlock Employee Account6 Link

DIRECTORY MANAGEMENT 2

Sy

The oUnlock Employee Accountd request form is
search for the account you wish to unlock. Please refer to the Seaching for a
User Account section on page 19 for details on how to look up a user account.

Unlock User's Account

Complete resource request.

* - indicates required
Resource: Unlock Employee Account
Recipient: Kelly Knight
Process Request Category: Accounts

Description: Unlock an employee's account

Form Detail

Delegated Admin Info:

Service Desk Admin for Department of Justice
DA of Organization(s): None

DA of Division(s): None

DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria
Last Name: First Mame: User ID:

Contains ¥ [Equais ~| [contains [~ ]
| | I

Email Bescon No.:

Equals - Equals -I
I I

Click to search: IE‘

User Search Result

Unlock | Cancel

12O L0888 0 0000000808080 808088008000088
Figure 2-15. oUnlock Employee Accountd Request Form

Once you have selected the account, the request form is updated and displays
selected attributes from the userod6s profile in
You can verify this is the correct user account by checking the name displayed
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in the O0Full Named field,imndheedWsegi nigDd hfei allsa.
will also notice that the 0Statusé field indicat

Important!  You will not be able to unlock a deactivated account. If the
account you selected is deactivdiaaue, t oUser

he
that the account i s oDisabled in e O0OStatuso f

that he or she must contact their delegated administrator for assistance .

If this is not the appropriate user, you can clear the fields and perform your
search again.

Unlock User's Account

Complete resource request.

* - indicates required
Resource: Unlock Employee Account
Recipient: Kelly Knight
Process Request Category: Accounts

Description: Unlock an employee's account

Form Detail

Delegated Admin Info:

Service Desk Admin for Department of Justice
DA of Organization{s): None

DA of Division(s): None

DA of Section{s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria
Last Name: First Name: User ID

IComains j |Equa|s j IContains x
| | |

Email: Beacon Mo.:

|Equals  +] |Equais =]
| |

Click to search: (@]

User Search Result

Full Hame: Daisy Johnson
User ID: diochnson

Email: daisy.johnson@nc.gov
Beacon ID:

Status: LOCKED s
Unlock | Cancel |

PO 0080080000008 808080800080880800808000000008
Figure 2-16. Verify User Details

Click on Unlock.

The screen displays a confirmation message that your request was successful,

and states that you can also check the status
Dashboad 6 t ab . Pl e a&€IB Admaistration Guides for information

on using the Work Dashboard
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‘Welcome Kelly Identity Self-Service Work Dashboard Logout Help

INFORMATION .
MANAGEMENT

Update My Account
View Wy Administrators
NCID Welcome Page

Unlock User's Account

Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on
the Work Dashboard.

Resource: Unlock Employee Account

FASSWORD MANAGEMENT 2

Kelly Knight

Password Sync Status Recipient:

Process Request Category: Accounts
DIREGTORY MANAGEMENT 2
Description: Unlock an employes’s account

Reset Employee Password

Unilock Employee Account
’\‘\‘\’\““\“ Change Your Password

Figure 2-17.Confirmation Message

Inform the user that he or she will need to log into NCID at https://ncid.nc.gov
before continuing to the application that they were trying to access.

2.5 Recovering a User ID

If a user cannot remember his or her userID,you can |l ook it up by wusing t
found on any of the process request forms. Upon finding the correct account, the user ID is
displayedint he f or més o0User Search Resultsod6 section.

To look up a user ID:

On the 0l dEartvitoge & otl @géaf thedihks enler the Directory
Management category to open a process request form. For our example, we
will use the oUnlock Employee Accounto | ink.

‘Welcome Kely Work Dashboard Logout  Help

identity Seif-Service
MANAGEMENT

NCID Welcome [7]-]°]
Update by Account

Vien iy Agministors Welcome to the North Carolina ID System

NCID Welcome Page

INFORMATION a

“Your North Carolina ID (NCID) is the key to resources offer=d by the Stste of North Carolins aswell s thase offered by some locs| govemments and school districts.

S T G T Here are some tips on using your NCID:

Password Sync Status + After clicking the “Identity Self-Senvice” tab, youl find links on the left side for tasks you can perform such as
© Viewing and Updating your personal profile
EIESTERT CMURCEET A © Reviewing Application Access under "My Account”

Reset Employee Password o Re-setting your password through password seff-senice
« Clicking the "Work Dashboard" tab gives you a summary of your NCID including
o To see the status of previous requests, open the "Request Status” area
o If you are an approver, the "Task Nofifications" area shows tasks awaiting your action

P88 0400 000NN NN AN AN AN A i P

Figure 2-18. CI i tockoEmplayee Accountd Link

Look up t he uBleasedederta the Searching for a User Account
section on page 19 for details on how to look up a user account.
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Unlock User's Account

Complete resource request

*-indicates required
Resource: Unlock Employee Account
Recipient: Kelly Knight
Process Request Category: Accounts

Description: Unlock an employee's account

Form Detail

Delegated Admin Info:

Service Desk Admin for Department of Justice
DA of Organization(s): None

DA of Division(s): None

DA of Section{s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Name: User ID:

[Contains =] [Equais =] [Contains ~]
[ [

Email Bezcon o-:

[Equais =] [Equais =]

Click to search:  [@]

User Search Result

Uniock | cancel

1890980000 80008800080800808088080808808080800800008008

Figure 2-19. oUnlock Employee Accainté Request Form

Once you have selected the account, the request form is updated and you will
be able to see the userds I D in the o0User Searcl

Unlock User's Account

Complete resource request
*-indicates required

Resource: Unlock Emplayee Account
Recipient: Kelly Knight
Process Request Category: Accounts

Description: Unlock an employee's account
Form Detail

Delegated Admin Info:

Service Desk Admin for Department of Justice

DA of Organization(s): None
DA of Divisions): None:
DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Nam: First Nam: UssriD:

[ontains =] [Equais =] [ontains =]
[ [ [

Email Beacon o

[Equais =] [Equais =]

Click to search:  [@]

User Search Result
Full Hame: George W Smith
User ID: gwsmith
Email: george.smith@nc.gov
Beacon ID:

Istatus: ACTIVE

Uniock | cancel

P800 0 0000080000000 0008080800800080008008008000

Figure 2-20. Vi ew User | DResuSettiegner Search

Important for DIT (NCID) Service Desk Agents: DIT (NCID) Service Des
agents can look up a user ID on the Global Service Desk form; however, the
useriDisdi spl ayed on the formés OAccoupt I nfod sec
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Complets resource request
* - indicales required

Resource: ITS Service Desk Agministration
Recipient: Andrew Logan

Process Request Calegory: ACcourts

Descripton: View and unlock user accounts

Form Detail

icon.

User Search Criteria

Enter search criteria in the boxes below then click the search

Emair Saseen e

Equals 5] Equals =
[

Click to search: Y

Demographic Info
prefix:

First Name:
Last Name:
Fuil Hame:

Contact Info
Address Line 1:

Address Line 22

ciy:

State:

Emait:

Business Telephone:

ot o et e o
[Comans =] Erom| [Comane =1
[eas [

Middie Initial:
Suffix:

Zip Code:

Ext:

Account Status:

Account Info
User ID:
st Type:

Employes Type: T

Organization:
=] Division:

12 8B EHE2.0.0000000000000000 5800004

)

Figure 2-21. Look Up User ID in the 0Account Info6 Section
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2.6 HelpingUs er s

F

nd

Theli

You can help users find the name and contact information for

agency, division and/or section . This information is available via the | i n k

Self-Service tab.

To assist users finding contact information for their administrators
Verify that the user is logged into  NCIQ and the user is on the 0

Serviced tab

Ask the user to click on the View My Administrators

on the left side of the scree

Welcome John

INFORMATION 2
MANAGEMENT

Update My Account

View My Administrators

NCID Welcome Page

PASSWORD MANAGEMENT A | |S'® some tips on using your NCID
Password Sync Status

10 8000000000000

Identity Self-Service

n.

»_After clicking the " \denmy SEWSENIEE tal
DRRERX

Work Dashboard

Roles and Resources

T Y AT Y

r Admi ni

strator 0s

each administrator withi n their

Welcome to the North Carolina ID System

“Your North Carslina D (NCID) is the k=y to resources offereg by the State of North Carolina as well 55 those offered by some local govermments sng scheal districts. Here

| find Imks on the left side for tasks you Eaﬂerfnrm such as®

w

Figure 2-22. Cli c NiewoMy Administrators 6 Link

Verify thatt h e

tot he OAdmMi ni

strator

oVi ew My

telephone numbers for administrators

section.

Admi ni

on the wuserds | ¢
l dentity Self
link in the menu located
Y T Y Y LV VS
stratDirecstitieusercr een i s di sy

Co set @ didt of Inanies &and s ect i

in their organization, division and/or

View My Administrators

Complete resource request
* -indicates required

Resource: View My Administrators

Recipient: John Jones
Process Request Category: Accounts
Description: View My Administrators

Form Detail

Administrator Contact Info

Organization: Department of Justice
John Jones  919-754-0000
John Speedy 9197546852
b justadmin  919-912-1234

Division: Training and Standards
Melanie Jones  919-754-0000
b austtest 9193216543

John Kennedy 9197546852

Cancel I

P00 0000080808080 0808080080880808008088088888080808080800008

Figure 2-23. View Administrator Contact Information

2.7 HelpingUsersUt i | i ze

Thi
t he

S

secti
oLogi

on
no

provi
screen.

des

t

a

on

Forgot Your Passworoc
bYroiuerf Poavsesrwoiredwd offe atthue ed R dhrag o
s i mpoftahbhur tdscfeenminthcoasi ze yo

event a user has trouble resetting their password and requests assistance from the Service Desk .
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Note: T h e rogFoot Your fPatuse scanoonly ke performed by an

account holder. A person will not be able to use this feature if the password
wasrecently changed (the minimum password expiration requirement 3 days).
The user will need to provide his or her user ID and answer their challenge

qu

estions so that the system can confirm the person is an account holder.

To use the 0Forgot Your Password 6 feature:
On the ONCI D theugsérmdst tgoe thereurs,er | D i n

fie

Id. The system cannot reset the password without a valid user ID.

(TS N EEENENENNENEEEEN SN N NS NSNS NS NV NV NS

- North Carolina Identity Management (NCID)

NCID is the standard identity management and access service provided to state, local, business,
and individual users. NCID provides a high degree of security and access control to realtime
resources.

UserD: [pkennedy

forgot your User ID?

Password:

forgot your Password?

Login

Figure 2-24. Enter 0User ID5 and Click oForgot Your Passwordd

Upon clicking on the Forgot Your Password/Unlock Account link, the
Forgotten Passwor doéThesuser Degppearss ndit pl aWescer

0
I

D6 field.

e
Figure 2-25. oForgotten Passwordd Screen

The user will select the correct information and pictures once they click on
Verify t o di splay the oPOhagloltemrgpe PRAsswtoiralnsd screen.

Note: If the user has not set up his or her challenge questions and
responses a message alerts the user to call the Service Desk for

t

he

assistance. You wil/ need to reset the
her with the temporary one. Inform the user that upon logging in he or she
will be prompted to change the password and then set up questions.
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e
Figure 2-26.Call Service Desk Message

The user must answer the challenge questions presented on the screen. The
answers are not case-sensitive; however, the answer must include every
character (including punctua tion) that were specified when the challenge
guestions were setup.

Figure 2-27. Answer Your Challenge Questions

Click on Login.

Note: A message will display if the user failed to correctly answer any of
the challenge questions. The account will lock after three (3) failed
atte mpts; however, the user can try to log in again after 30 minutes, or
he or she may request that their account be unlocked sooner by a
delegated administrator or the Service Desk.

The hamgg Passwordd screen iossheddars gntemg e d,
passwordin t he O New P a sTsliwtleerugetthat sceskndindicates
whether the password conforms to the St at pagsword policy. As the
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